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Abstract

\erification of multi-level security for a distributed,
object-orientedsystenis madeeasierif the systensecurity
policy is a hook-upproperty: the propertymustbe true for
a systenif it is true for eadh communicatinggomponenbf
that system.Thework of formal verificationfor the entire
systemmaythenbedividedinto independensubtaskseath
taskbeingthe verification of the hook-upproperty for one
systencomponent.

In this paper work toward designand verification of a
multi-level secue distributedoperating systemis described.
Atechniqueis presentedor verifyinga particular hook-up
securitypropertyusingthe Gypsy\erificationEnvironment.

1 Intr oduction

This work wasundertalenduringthe SecureDistributed
OperatingSystenProject(SDOS) how ongoingatOdyssg
Researct\ssociate4ORA), andatBBN LaboratoriesThe
SDOSprojecthasseveralgoals:

1. theexplorationof multi-level security(MLS) for adis-
tributedoperatingsystem(DOS);

2. thedevelopmenbf atop-level designfor aDOSbased
on the object-orientegrinciplesusedin the designof
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the CronusDOS[8] developedat BBN Labs;

3. verification of the top-level designagainstproperties
givenin the SDOSsecuritypolicy.

The top-level designfor SDOS is being expressedn
theformal specificationanguageof the GypsyVerification
Ernvironment[4]. That language,also called Gypsy is a
Pascal-like programminglanguagein which programcor-
rectnesss expressedy embeddedssertions.

The SDOSsecuritypolicy containsan MLS component
which is taken to be the hook-upsecuritypropertyof Mc-
Cullough [7]. This security policy guaranteeshat proof
of multi-level security for the entire systemcan be had
by proving hook-upsecurityfor its communicatingcompo-
nents.Thisguaranteés particularlyappropriatdor security
verification of an object-orientedsystem. We have found
thatthis propertyis not directly expressibleby Gypsyem-
beddedssertionsHowever, we have alsofoundthatcertain
designsgxpressiblein Gypsy may be transformedso that
theverificationconditionsproducedy the Gypsy Verifica-
tion Environmentimply the hook-upsecurityproperty

In section2 we will review briefly someaspectf the
object-orientedDOS designchosenfor SDOS. Section3
will outline the SDOS security policy, dividing the con-
straintsof thatpolicy into threecategories:mandatorydis-
cretionary and configurationconstraints. Section4 forms
thebulk of the paper;in it is discussed techniquefor veri-
fying adesignexpressedn Gypsyagainsthe constraintof
themandatonypolicy.

2 An Object-Oriented DOS Design

A primary goal of a distributed operatingsystemis to
provide global systemresourcemanagemenbver a net-
work of communicatinggomputersThis meanghatsystem
resourcessuchas operatingsystemservicesand devices,
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shouldbe controlledthrougha single, uniform facility for
theentireDOS.

The designsof the CronusDOS and SDOS both have
emphasizeabject-orientednethodologyin particularthe
objectmodel[6]. In this model, objectsare instancesof
abstracdatatypesandcorrespondo logically addressable
resourcessuchasdataand physicaldevices. The type of
eachobjectdefineghesetof operation®ntheobject;these
operationsarethe only meansof accessinghe object. Ob-
jectoperationsreimplementedy objectmanagerswhich
hidetherepresentationf the objectfrom its accessors.

Eachprocessom theunderlyingSDOSnetwork will be
calledahost

Each service performedby SDOS consistsof a client
processnvoking an (abstract)operationon an objectof a
particularabstractdatatype. Two kinds of systemprocess
participatein providing this service.

1. Message-switchingrocessesacilitate the routing of
messagéraffic betweennetwork hostsand between
processesnasinglehost.

2. At leastonemanageprocesdor theabstractatatype
is involvedin performingthe operation.

The basicstructureof the systemhasone messagewitch
processandseveralobjectmanageprocesseperhost.

Wheremustthe enforcemenfor multi-level securityre-
side?Clearly, if thereareobjectsof several securitylevels
on onehost,thenthe message-switcmustbe trusted. The
objectmanageprocessesieednot be trustedif their only
communicatioris via the message-switchHowever, if all
of themanagersireuntrustedthenwhensereraloperations
areinvokedonthesamehoston objectsatdifferentsecurity
levels, differentmanageprocessemusthandlethem,even
if eachmanageprocesss functionallyequivalent. Thiscan
resultin inefficiengy dueto the overheadof processcre-
ation,andfrom swappingbetweeralarge numberof object
managerservicingdifferentsecuritylevels. It may there-
fore be preferableto build sometrusted,multi-level secure
objectmanagers.For SDOS,where“trust” is to be guar
anteedoy formal verification,this meanghatthe message-
switchandsomesubsebf theobjectmanagersnustbever-
ified.

It is importantto notethatthe systemwe have described
is extensible This meanghatthe setof abstracdatatypes
andthe setof operationglefinedon themarenot fixed,and
may be extendedby addingnew objectmanagerslif a new
manageis to handleinvocationsat morethanonesecurity
level, its functionalitymustbeverifiedwith thesamedegree
of rigor asthe message-switchndothertrustedmanagers.

Herein lies the advantageoffered by verification of a
hook-upsecurityproperty:new trustedsystemcomponents,
either new hostswith trusted message-switchegr new
trusted object managersmay be includedin the system

withoutreverificationof already-&isting componentsThis
adwantagebecomegarticularlygreatin an object-oriented
distributedsystem.

3 Security Policy

The SDOS security policy [9] divides policy require-
mentsinto threetypes:

1. Discretionaryrequirements- Theseare accesscon-
trols placedby userson the useof the abstractoper
ationsdefinedby SDOS.Becausethe setof abstract
datatypesis extensible,andthe setof abstractopera-
tionscannotbegivenin advancethediscretionarypol-
icy rulesmustbe statedgenerically The genericrules
maythenbeappliedto ary datatype.

2. Mandatoryrequirements- Theseare controlson in-
formationflow amongthe systems$ untrustedcompo-
nentswhich canoccurthroughprocessingy the sys-
tem’s trustedcomponents. The controlsare defined,
not asaccesgontrols,but asconstraintson the possi-
ble extrinsic behavior of the system,thatis, in terms
of possiblehistoriesof message-passingteractions
betweerthe trustedanduntrustedpartsof the system.
Theseconstraintsare dependenbn the security lev-
elsof theuntrustedcomponentsThey aredesignedo
limit whatusersat onesecuritylevel candeduceabout
actionstakenby usersat greater(or incomparable}ye-
curity levels.

3. Configurationrequirements- Theseare rules which
constrainthe roles of the systemsecurityadministra-
tors,andwhich governhow discretionaryandmanda-
tory controlsapply in caseof changedo the SDOS
network configuration.

We have viewed the mandatoryand discretionarypoli-
ciesas applyingto two quite distinct kinds of interaction
betweerthe trustedanduntrustedpartsof the system.The
discretionarypolicy appliesto theuseof the system-defined
abstractoperations,while the mandatoryappliesto the
lower-level operationsof sendingandreceving messages.
Eventhoughtheselowerlevel message-passirgperations
arethe actionsout of which the higherlevel abstracioper
ationsareimplementedthe mandatorypolicy is not simply
a specialcaseof thediscretionarypolicy. They arepolicies
ondifferentlevelsof abstraction.

In what follows, we will focus on exclusively on the
mandatory(MLS) policy requirements.

3.1 Traces

In orderto definethe mandatoryMLS policy in termsof
message-passingteractionswe have turnedto a descrip-



tion of processbehaior basedon traces[2]. A traceis a
history of a process’interactionwith its ervironment. As-
sociatedwith eachprocesss asetof eventsin whichit may
engage. For our purposestheseeventswill be message-
passingeventsbetweenprocessesEachtraceis thena se-
guenceof message-passirgyents. Processbehaior is de-
scribedasa setof possibletraces.

Definingsecurityin termsof possibletracesof message-
passingeventswill causeusto adopta policy differentin
form from thewidely-usedpolicy of Bell andLaPadula[1].
The Bell-LaPadulapolicy is commonly given as require-
mentson the internalstatesof anabstracstatemachine. A
policy on tracesleavesthe developmentof statemachines
to the systemdesigner

Notation for Traces We will needa few notationscon-
cerningsequenceslLet E and F' be setsof events,e a par
ticular event,a. andg sequencesf events,andf : E — F
a mappingfrom E into F. Let[ be an arbitrary security
level, andsupposehat eacheventis associatedvith some
securitylevel. We define:

e F isthesetof eventsnotin E;

e E* isthesetof all possiblesequenceformedfrom the
eventsin E;

e o’ j istheconcatenationf « followedby £;

e o 1 Biff Bisaninitial subsequencef o, whilea 1 8
iff 3 is a properinitial subsequence;

e last(a) isthelasteventin a, while nonlast(a) is the
tracewith thelasteventremoved;

e a1 E, theprojectionof a with respecto setE, is the
sequencebtainedirom a by deletingall eventsnotin
FE andpreservinghe orderof the eventsthatareleft;

e « 1 [ is the projectionof a with respecto the setof
eventsassociateavith securitylevelslessthanor equal
to level I;

e f*isthemappingfrom E* into F™* of applicationof f
componentwise;

e (e) is the tracewith the single evente, and () is the
emptytrace.

A processwill be definedasthe following structureof
foursets{E,I,0,T), whereE is asetof events,] C E a
setof inputevents,0 C E asetof outputevents,andT C
E* asetof traces.For ary possibletraceof the processall
initial subsequencemrealsotraces:

Yo,ye E*, a"vyeT — acT.

3.2 Hook-up Security

Definition 1 A process(E, I, O, T) is input-total , or sim-
ply total, iff any trace may alwaysbe extendedwith any
input. Thatis,

YaeT,Vzel,a”(z)eT.

Definition 2 A process(E, I, O, T) is restrictive with re-
spectto level | iff it is input-total,and additionally, for any
trace if anyblock of inputsto that traceis modifiedwith-
out altering the sequencef inputsvisible at level [, then
thereis anothertracefor which future behavioris modified,
which containsno future inputsat higherlevels,and which
exhibits the samebehavioras the original trace at levels
belowl. Formally,

Ya,v € E*, V3,8 € I*, a"B"y € T and
Bri=p11 —
Iy € E*, a"B'"y' € T and
fy'Tl:_’yTland
YT = ().

This is the basicpropertydefinedby McCullough. Its
intentis roughly asfollows: evenif one pooledall infor-
mationbasedn behaior of the processatlevel [ or below,
one’s ability to deducehe existenceor non-eistenceof in-
puts at higher (or incomparable)evels is limited. Given
a particularsetof inputs at higher levels, thereis at least
oneothertracewith identicalbehaior atlevel I andbelow
which masksthe patternof the higherlevel inputs. Note
that this definition cannotrule out deducibility basedon
knowledgeof the relative probability of traces,or on the
timesatwhich eventsin atraceoccur

Two processesyiewed asexecutingin parallel, mayin
somecasede hookedtogetherto form anothermprocess.If
aninput of oneprocesss alsoanoutputeventof the other,
thenthismutualeventis neitheraninputnoranoutputof the
hooled-upprocesdut is aninternalcommunicatiorevent.
We mustrule out the possibility that eventssharedby two
processearenot communicatioreventsof this form.

Definition 3 ProcessesPy = (Ey,I1,0:,T1) and P> =
(Eq, I, 04, T,) are coherent if

EiNE;=(ILNn03)U(I;N0O).

Definition 4 The hook-up of two processes, P, =
<E1,Il,01,T1) and P, = (EQ,IQ,OQ,TQ), is definedif
P, and P, are coheentandyieldsa new processP; || P. =
(E,I,0,T) with

E=FE UE,

I=LUI, —I1NOy —I,N0O4

O=0,U0s —0O1NI, —0:NI

Vie E*;t €T < (t1E1) €Ty and (t1 E») € T



The paperby McCulloughshows thatthe hookupof two
processegachrestrictive with respecto level [, is another
processalsorestrictive with respectto level [. This is the
justificationfor calling restrictveness hookupproperty

Wewill takeamulti-level securgprocesso beonewhich
is restrictve with respecto every level [. Multi-level secu-
rity is thenalsoa hook-upproperty

4 Verification Using Gypsy

Considerwhatit might meanto requirethe propertyof
restrictvenes®f a GypsyprocedureWewill notattempto
relateformally the semanticof processesescribecabore
to the semanticof Gypsyproceduresinstead we will ar-
gueinformally thatthereis a connection We have modeled
the designof SDOSin Gypsy asa collection of cobegun
proceduresommunicatingvia buffers. We want to asso-
ciatethe input and outputeventsdescribedabove with the
(Gypsy)actionsof sendingandreceving from a buffer. As-
sertionsabouttraceswill thenbecomeassociatedvith as-
sertionsabout(Gypsy)buffer histories.

How might oneverify in Gypsythe hook-uppropertyof
restrictveneswith respecto anarbitrarylevel [? Thereare
two basicproblems:

1. The Gypsy embedded-assertioapproachto stating
correctnessonditionswill only allow assertionsibout
the propertiesof singletracesin isolation. More pre-
cisely, Gypsyembeddedssertiongreall of theform:

VYa € T, P(a)

whereP is somepredicateover eventsequenceghich
containsno quantifierover eventsequencedNote that
each programvariable is a function of the past se-
guenceof events,andsorelationsamongprogranvari-
ablesfall into this form. The propertyof restrictive-
nesss morecomplicatedsinceit requiresoneto show
the existenceof atrace,giventhe existenceof another
trace. Theembedded-assertionethodis notdesigned
to dothis.

2. Thepropertyof restrictvenessequiresa procesgo be
input-total,i.e., alwaysreadyto acceptanotherinput.
This is never true of procedureslescribedn Gypsy
which accepinputsonly at“receive” statements.

The solutionto the secondproblemis to associateone
or more unboundeduffers with eachGypsy procedureof
the design. The combinationof a Gypsyprocedureandits
associatetuffersformsaninput-totalprocess.

The solutionwe give hereto the first problemhastwo
parts.First, we defineseveral simplerrequirementswhich,

whenplacedonaprocessimply thatthepropertyof restric-
tivenessoldsfor thecombinatiorof thatprocesandits as-
sociatedouffers. The mostimportantof thesewill becalled
“weak non-interference{WNI). This propertyis very sim-
ilar to the Goguen-Mesguersecuritypolicy [3], in thatit
preventsonefrom deducingthatunseerhigherlevel inputs
have occurred .t differsfrom Goguen-Mesguerin that: de-
terminismis notassumedit is definedpurelyin termsof the
setof tracesof the procesgatherthanin termsof internal
statesresponsewd inputsarenotrequiredto happerimme-
diately after the inputswhich causedhem. We shaw that
weaknon-interferenceplus determinismplusthe property
thatatracemustexist in responsery setof inputs,plusthe
couplingof a procesawith unboundeduffers,is sufficient
to imply the propertyof restrictiveness.

Second,we shov how to prove weak non-interference
in certainparticularcases.The techniquepresenteds not
general;it is easyto find examplesof Gypsy procedures
satisfyingWNI which cannotbe handledn this way. How-
ever, we have beenableto applyit successfullyto several
examplesof trustedobjectmanagerén the SDOSdesign.

4.1 Inferring restrictivenessrom WNI

Definition 5 A process(E,I,0,T) satisfiesthe property
of weak non-interference (WNI) with respectto level |
iff for everytrace thereis anothertraceall of whoseinputs
arevisiblebelowlevell, andwhich exhibitsthesamevisible
behavior

YaeT,3d €T, tl=atland o’ 111 = ).

The propertyof weak non-interferencés wealer thanre-
strictivenessandit is notahook-upproperty

Definition 6 A process E,I,0,T) isinput-li veiff theset
| is nonemptyand anytracemaybe properly extendednto
anothertraceendingin aninput. Thatis,

VaeT, Ja, € T, a, 3 aand last(a,) € I.

Definition 7 A process(E, I,0,T) is input-uni versal iff,
whenit is possibleto acceptsomeinput, any input maybe
acceptedThatis,

Ya € T,Vey,es € I, a™{e1) €T — a’{ey) € T.
Definition 8 A procesE, I,0,T) is deterministic iff

Yo € E*, VYei,es € E, a”{ey) € T and a™e) €T —»
(el,e2 € I) or (el,e2 € I and e; = e3).

Note that this form of determinismis too strongto be
appliedto input-total processes An input-total and deter
ministic processvould never outputanything.



Why is WNI wealer thanrestrictveness?WNI allows
oneto remove all high-level inputs from a trace, without
disturbinglow-level behaior. Restrictvenesspn the other
hand allows oneeitherto remove or insertsuchinputs. The
following theoremshavsthataddingauxiliary conditionsto
WNI will strengthernit sufficiently to allow arbitraryhigh-
level inputs to be insertedin a trace. The theoremsays
thatif a processsatisfiesall the previously-statedoroper
ties of this section,thenit is possibleto alterits sequence
of high-security-leel inputsarbitrarily without alteringits
low-security-level inputs and outputs(althoughthe output
sequencenayneedto beextended).

Theorem1 If the process(E,I,0,T) is input-live, and
-universal, and is deterministicand satisfiesweak non-
interferencewith respecto levell, then

Ya,v € E*, VB3 € I*, a™vy € T and
Bri=7 1Tt -
I € E*, ™y € T and
~'+1I =3 and
Y3yl

This and the following theoremwill be given without
proof. However, the proof of theoreml proceedsoughlyas
follows. We aregivenatracea” v, andwish to alter some
of the high-security-leel inputsto «. Input-livenessand
input-uniersalityimply thattheremustexist a new trace,
a4, in respons¢o thesenew inputs. WNI appliedto oy
andto a”+’, givesnew traceswith the samelow-security-
level behavior andno high-security-l@el inputs. Therefore
theseraceshave exactly the sameinputs. Determinismim-
pliesthatthey have the samebehavior, andthereforethaty
and~y' exhibit the samebehavior atlow security-levels.

Definition 9 Theprocesg E, I, O, T) is aninfinite buffer
iff there is a one-to-oneand onto mappingmap : I — O,
and

Vae E*, a €T + Vo' Ca, map*(a'11) Ja' 10
In addition,the buffer preseweslevel | iff
Veel, z €l & map(z) €l

Note that every infinite buffer is input-total, andif it pre-
seneslevell, thenit is alsorestrictive.
In thefollowing theoremtheseobjectswill appear:

e anarbitrarylevel ;

e anonemptyarrayof n infinite bufferswhich presere
l, By,...,B,, with buffer B; = <E,, I;,0;, T,'), ;N
0O; :{}andzyé] — EiﬂEj :{};

e processA = (E,I,0,T), with I = U(i:1
andE —INE; ={};

0;

)

e process¥V = A||By]|...||Bx, theconcurrentookup
of all the processes. W = (EW,IW,OW,TW)
where

— EW = EUU(m1,....n) Ei;

= IW =U(iz1,...n) Ti3
- OW = 0;
—teTWIifft1E € T andtT E; € T; foralli.

Theorem 2 If Aisinput-live -universal, deterministicand
satisfiesWNI with respectto |, then W is restrictive with
respecto l.

This theoremis the result which allows us to corvert a

proof of restrictveness,(and henceof hook-up security),
into simpler proofs of WNI, determinism,input-liveness,
and -universality The processW, which is the hook-up
of A with a setof infinite buffers, will be input-totalsince
eachbuffer is. The processA neednot be input-total,and
whendescribedn Gypsy it will neverbe. As in theoreml,

theauxiliary assumptionsn A allow theinputsto W to be

modifiedwithout alteringits visible behaior. The proof of

thistheoremcanbe foundelsevhere[10].

4.2 Relating the Theoremto Gypsy

Supposea Gypsyprogramis composedf a cobeagin of
proceduresinda collectionof infinite Gypsybuffersvisible
to thoseproceduresEachGypsybuffer will be associated
with exactly one Gypsy procedure;a procedurewill only
receve messagefrom bufferswith which it is associated.
Furthersupposéghateachproceduras of theform:

| oop
awai t
each i:integer,
on receive nesg frombuffer(i)
t hen
body( nesq);
end;
end;

where eachbufferfi] is an unboundedGypsy buffer asso-
ciatedwith this procedure. The code ‘body’ containsno
“receives”,andit maycontain“sends”to buffersassociated
with otherprocedures.

Thenwe may (informally) apply theorem2 to this sit-
uation, treatingeachbuffer as a processandtreatingthe
Gypsyeventsof “sending”and“receiing” from buffersas
the eventsreferredto in the theorem. The communication
betweertheprocedureandits associateéhputbuffersis as-
sumedo obey therulesdescribedn the definitionof hook-
up. We canthenclaimthatthis procedurexindthecollection
of buffers associatedvith it arerestrictve with respectto
level I if we show:



e thateachbuffer preseresl: this holdstrivially if we
give levelsto messagem eachbuffer. Let a predicate
dominated — by — | bedefinedonthe setof messages,
andlet a buffer “send” or “receive” be an eventat a
level lessthanor equalto [ if andonly if the message
sentor recevedsatisfieslominated — by — I

e input-universality: this is guaranteedsince all input
eventsoccurvia the‘await’ statement;

e input-livenessthiswill beguaranteed canshaw that
‘body’ mayterminatefor eachpossiblesetof precon-
ditions;

e determinism:this is guaranteedn ary Gypsyproce-
durewhich makesno cobagins, eitherdirectly or indi-
rectly, throughcalls to otherprocedures.This canbe
checledpurelysyntactically;

e weak non-interferenceawith respectto level [ for the
procedure:demonstratinghis will be the goal of the
following section.

We have previously notedthat WNI is similar in flavor
to the Goguen-Mesguersecuritypolicy. A paperby Haigh
and Young [5] usedan unwinding theoremto reducethe
Goguen-Mesguerpolicy to assertion®n Gypsyvariables.
The variablesrepresentedhe abstractstateof the Secure
Ada Target (SAT). We chosenot adaptthis approachto
WNI, but ratherattemptedo verify the WNI propertydi-
rectly.

4.3 Verifying WNI Using Gypsy

Weaknon-interferencstateshatfor everytracea there
is anothertrace o/ which bearsa certainrelation to a.
Shawing thata' existswill require,in effect, runningtwo
copiesof the proceduresimultaneously- the real onewith
the completehistory of inputs, and anotherone with no
high-security-leel inputs. The latter will be referredto as
the purgedhistory, andit will be generatedrom the input
sequencex 1 I 1 1. The verificationis thena demonstra-
tion that the completeand purged historieshave identical
behavior atlow securitylevels,i.e.,thata 11 = o' 11.

We will needto transforma designexpressedn Gypsy
into anotheiGypsyprogramwith theappropriateassertions.
The reasonfor the programtransformatioris to make two
copiesof every variablein the original design. Not only
internal programvariables,but also buffer variablesmust
be duplicated.In this way we cangeneratesimultaneously
both the actualrun of the design,and the purged history.
The assertionggiven in the transformedprogramwill in-
cludeatleastthe statementhatthe contentsof buffer histo-
ries, taking only eventslessthanor equalto level 7, will be
equal.

We assumahattheproceduras of theform

| oop
awai t
each i:integer,
on receive nessage frombuffer(i)
t hen
body;
end;
end;

where ‘body’ hasno receies. In practicethis seemsto
be a simple but usefulform in Gypsyfor modelinga non-
terminatingprocedurecommunicatingwith other entities.
We considerGypsy programfragmentsbody composedf
thecommands=, if thenelse,sendcase)oop, andsubpro-
cedurecalls. Eachprocedurewill beabranchof a cobegin,
but cobagin statementsvill not be allowed within ‘body’,
sincesucha cobayin will introducenon-determinismand
thusinvalidateoneof the assumptionsf theorenm?2.

Given sucha program,the way to generatethe purged
history is simply to ignore thoseinputs of high- (or not
comparable) securitylevel:

| oop
awai t
each i:integer,
on receive nessage from buffer(i)
t hen
if nmessage.level le | then
body;
end;
end;
end;

Sincewe wantto comparehistories we mustrun thesepro-
gramssimultaneously:

| oop
awai t
each i:integer,
on receive nessage frombuffer(i)
t hen
body;
if message.level e | then
MESSACE' : = nessage;
INSEQ := INSEQ :< MESSAGE ;
BODY’ ;
end;
end;
end;

wherebody’ is thesameasbodybut with adisjoint, primed,
setof variables,whosevaluessimulatethe stateunderthe
purgedhistory. Inseq’simulategheinputhistoryassociated
with the purgedhistory.

We mustshow thatthetwo communicatiorhistoriesfor
this procedurepurgedfor level I, arethe same.If thereis



only oneoutputbuffer, andif purge(b,l)is aGypsyfunction
which representghe projectionof event sequence with
respecto /, i.e., b 1 [, thenit is enoughto verify the loop
assertion:

assert
purge(outto(outbuf,nyid), 1) =
purge(outto(outbuf’, nmyid), I);

Becausehis assertiormust hold at eachinput in the his-
tory, the purged input sequencanust be interleared with
thepurgedoutputsequencé thesamemanneiin bothhis-
tories. It is thereforesufiicienteventhoughno explicit men-
tion of inputsis made.

If thereis morethanoneoutputbuffer, it is not sufiicient
to prove thatthe low-level outputsto eacharethe samein
the two histories,sincerelative orderof outputsis impor-
tant. Gypsyimplicitly providesfor memging of buffer histo-
ries;however, its VC generatiorfacilitiestreatthis mermging
asthoughit werebasedn orderof arrival atthebuffer pro-
cessesnot on the order of departurefrom the procedure
itself. To handlemorethanoneoutputbuffer, new sequence
variablesmustbeintroducedto recordthe relative orderof
outputsatthesendingorocedure(Note: delaysbetweerthe
time a messagés sentby a processaandthetime it arrives
atabuffer violatetheassumptiongivenin the definition of
hook-up.However, new infinite buffer processepreserving
I maybeintroducedo accounfor thedelaywhile retaining
the semanticof hook-up. Sincethesenew infinite buffer
processesarerestrictive, their presencavill not changethe
securitypropertiesof theentiresystem.)

In principle, proving the assertionslescribedabore is
all thatis required. However, in practiceauxiliary asser
tions on internal variablesare useful. It will be suficient
to shaw that,atall comparablglacesn the programshody
andbody’, certainvariablesfrom each(e.g. those< [) are
related(e.g. equal). So not only mustthe loopsbe run si-
multaneouslybodyandbody’ within oneloop), thebodies
themseles mustbe run simultaneously Sincethey refer
to disjoint setsof variables their stepscanbe intertwined
in ary manner so long asthe orderwithin eachprogram
is unchangedWe will give somepracticalmethodgfor in-
tertwining body andbody’ and generatingusefulauxiliary
assertionsWhile this intertwiningis not strictly necessary
for proof, it will almostalwaysreducethe numberof exe-
cutionpathsto be handledby the GypsyVC generatar

Firstwe mustmove bodyinsidethe scopeof theif state-
ment:

| oop
awai t
each i:integer,
on receive nmessage frombuffer(i)

t hen

if message.level < | then

MESSACE' : = nessage
INSEQ := INSEQ :< MESSAGE
body;
BODY’ ;

el se body;

end;

end;
end;

We now describeoneinductive methodfor unifying the
programfragmentsbody and body’ into a newvw program
fragmentmeigedbodywhich hasthesameeffectonall pro-
gramvariablesbut containsauxiliary assertionselatingthe
primedandunprimedvariables.This methodproducesas-
sertionswhich may be sufficient, but arenot necessaryfor
the verification of the assertionson buffer histories. The
descriptionof the methodis phrasedas an algorithmthat
inputsbodyandoutputsmergedbody

To Merge Thefollowing algorithmfor meiging program
bodiesis definedinductively on the statementi body:

If thenext stepin bodyis a:=b, doin memgedbody:a:=b;
a=b'.

If the next statemenin bodyis sendx to y, thendoin
mergedbodysendx to y; sendx’ toy’.

If the next statementis an if-then-else,let it be of the
form:

if x then vy;
el se z;

Do in memgedbody
assert x iff x';
if x theny; y';

else z; z’;

If thenext statements aloop, let it beof theform:

| oop
if x then vy;
el se z; |eave;
end;

end;

Do in memgedbody

| oop
assert x iff x';
if x theny; y';
else z; z'; |eave;
end;

end;

If thenext statements a casestatement:



case X
is vyi then zi;

do

assert x=yi
case X

iff x'=yi’;
is yi then zi; zi’;

Finally, if thenext statemenin bodyis subprocedureall
SP(\ar),thendo

SP(var);
SP(var’);

To Finish  The programbodiesare mergedto the extent
thatthe new assertiongieneratedanbe verified. More so-
phisticatedstepscanbe addedto the algorithmfor special
casesThefinal programwhich resultsis

| oop
awai t
each i:integer,
on receive nmessage frombuffer(i)
t hen
if message.level e | then
nmer gedbody;
el se
body;
end;
end;
end;

5 Conclusions

We have presenteda method for verifying an MLS
hook-up security propertyusing Gypsy The MLS prop-
erty will form the basisfor mandatorysecurityin a Se-
cure Distributed OperatingSystem(SDOS). The verifica-
tion methodreducesa proof of the McCullough hook-up
security property to proof of a non-interferenceproperty
(WNI), plusauxiliary assumptionsa techniquefor demon-
stratingWNI in Gypsyis givenfor certaincases.

Using this method,we have beenable to verify WNI,
andthushook-upsecurity for Gypsydescriptionsof some
SDOSobjectmanagers.The primary dravbackof the ap-
proachis theneedo transformadesignexpressedn Gypsy
into an alternateform in which assertionscan be given.
Thisis tediousanderrorprone;presumablyaVVC generator
which automatedhe stepof programtransformatiorwould
eliminatethis dravback.

Futurework alongthe lines givenin this paperwill in-
volve generalizinghe notionsandtools mentioned.In par
ticular, theMLS policiesused restrictvenesandWNI, rule
outall covertchannelsiotbasedntiming information,and
thereforeincludeno meandgfor describinglimited amounts
of informationdowngrading.However, somelimited covert
channelsareusuallytoleratedn ary detailedsystendesign.
Thepoliciesmustbegeneralizedo includethis possibility:
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